Brandon Combs
Pueblo West, CO 81007
brandonxcombs@live.com
910 549 1416
https://www.linkedin.com/in/brandonxcombs/

	Certified cybersecurity professional with a B.S. in Cybersecurity and Information Assurance, industry-recognized certifications, and hands-on experience in IT infrastructure and security operations. Skilled in threat detection, incident response, vulnerability management, and automation scripting. A proven leader with a strong passion for securing environments and enhancing SOC efficiency through proactive defense strategies.

Certifications
· 
· ITIL V4					
· CompTIA Network+
· CompTIA Security+
· CompTIA CySA+
· CompTIA PenTest+
· CompTIA Security X


· ISC2 Systems Security Certified Practitioner (SSCP)
· ISC2 Certified Information Systems Security Certified Practitioner(CISSP)

Skills
· Technical Skills: Python, Bash, Penetration Testing, Vulnerability Management
· Tools: BurpSuite, OWASP ZAP, OpenVAS, Wireshark, Nmap, Metasploit, Splunk
· Operating Systems: Windows (Active Directory), Linux (Debian/Ubuntu-based)
· Soft Skills: Leadership, Problem Solving, Customer Service

Professional Experience
Senior IT Technician
Builder’s First Source - Denver, CO
March 2022 - Present
· Strengthened security posture by implementing physical and environmental controls for regional server rooms.
· Developed Python-based automation scripts to streamline IT workflows, boosting efficiency and reducing manual tasks.
· Troubleshot and resolved complex infrastructure issues, resulting in a 20% reduction in system downtime.
· Mentored and trained junior technicians, fostering a high-performing, security-conscious team environment.
IT Technician II
Builder’s First Source - Denver, CO
Sept 2021 - March 2022
· Maintained servers, PCs, and networking devices to ensure high availability.
· Delivered advanced technical support and training to Level I staff.
· Spearheaded resolution for escalated technical issues, improving response times.
Service Desk Technician I
Builder’s First Source - Denver, CO
Aug 2019 - Sept 2021
· Developed knowledge bases and conducted staff training to streamline IT support.
· Diagnosed hardware/software issues and ensured rapid resolution.

Military Experience
Human Intelligence Team Leader
United States Army
· Directed a five-person intelligence team to execute high-priority operations.
· Maintained $1.1 million in assets with 100% accountability.
· Delivered security and interrogation training to enhance operational readiness.
· Held a Top-Secret clearance with sensitive compartmented information access.

Projects & Development
· Hack The Box: Solved CTF challenges in enumeration and exploitation.
· TryHackMe: Ranked in the top 6% globally for penetration testing and defense.
· Web Security Academy: Practiced OWASP Top 10 vulnerabilities hands-on.
· HTB Business CTF 2024: Led a three-person team, finishing in the top 250 globally.

Education
Western Governors University
B.S. in Cybersecurity and Information Assurance
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